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1 Backup and Restore

This chapter includes the following topics:
® Backup and Recovery Introduction

® Precautions

® Backups

® Restore

1.1Backup and Recovery Introduction

Overview

Accurate configuration data is the key element of the normal operation of the system. Once the
configuration data is abnormal, it will have a significant impact on the system operation, and it
will bring irreparable losses to the system owner.

During the running of the device, it is sometimes necessary to modify the configuration of the
device. In order to ensure that the configuration modification takes effect and that the
configuration data is correct in case of an exception, the system provides configuration file
backup and recovery measures to provide system serviceability.

Backup

Configuration backup refers to the process of automatically saving the contents of CLI or SNMP
operations. If the TFTP server is configured, the configuration file saved on the NE can be
periodically uploaded to the TFTP server.

There are two backup modes: automatic backup and manual backup.

In automatic backup, the system periodically backs up required configurations through
scheduled tasks to prevent configuration loss. In case of failure, the system can be restored by
backing up files.

Manual backup allows the operation and maintenance personnel of system 2 to save the
configuration of the system for restoration in case of an unsolved fault.

Restore
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® Manual recovery

® Manual recovery

1.2Precautions

Maintenance personnel requirements

Maintenance engineers who perform backup and restoration must have the following
knowledge:

® Be familiar with the CLI and SNMP operation interfaces of the product.

® Be familiar with device networking and server application deployment of the product.

® Be familiar with related server files and file paths of the product.

® Be familiar with the FTP Server user name and password

To ensure backup and restoration efficiency and prevent misoperations, maintenance
engineers must meet the following requirements:

® Training is required before starting a job.

® Have a good command of the relevant operation process of this product.

® Strictly abide by the operation rules and industry safety rules to ensure the safety of life

and equipment safety.

1.3Backup

Brief:

When the configuration information of the system running needs to be saved, save the
configuration information of the current system to the configuration file, or upload the
configuration file to the configured FTP/TFTP server. After the configuration file is successfully
saved, you can perform the next CLI or SNMP operations. Saving the configuration file takes a
long time.

Steps:

1. Setupan FTP/TFTP server.

2. Run the save command to save the current configuration.

3.  Run the backup save-config format (gz|txt) tftp server-ip-address filename command to

save the configuration file to the tftp server.
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[ Configuration Case ]
Case 1: Back up the configuration file of the device, the configuration file name is config, the

backup file type is gz, and the tftp server IP address is 192.168.5.202.

OLT# backup save-config format gz tftp 192.168.5.202 config
Start backup configuration files
The backup is successful

OLT#

4. Orrun the backup save-config format (gz|txt) ftp server-ip-address user-name
user-password filename command to save the configuration file to the ftp server.

[ Configuration Case ]
The configuration file name of the backup device is config, the backup file type is gz, the IP
address of the ftp server is 192.168.1.16, the ftp user name is amdin, and the password is

admin.

OLT(config)# backup save-config format gz ftp 192.168.1.16 admin admin config
Start backup configuration files
The backup is successful

OLT(config)#

Verification:

Check to see if the file is present in the specified path

1.4Restore

Recovery strategies
When performing the recovery operation, you are advised to follow the following recovery
policies.

Table 1 describes the recovery scenarios and corresponding recovery methods.

Recovery Scenario Recovery Methods

» Replace equipment

) » Re-download the system running
Damage to equipment )
software and run it

»  Configuration recovery

Corrupted or | Random loss of non-OS fatal files
lost (e.g. failure to upgrade, mistakenly | The lost files need to be recovered
configuration | deleting files resulting in loss of | first and then verified to be correct.

data business configuration files)
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Logical data is corrupted, for
example, the user mistakenly | Configure restore.

deleted some critical end-user data

Restore system configuration
Brief:
When the hardware board is replaced due to a hardware fault or the configuration is lost due
to a software fault during the device running, you need to perform some operations to reset
the configuration to the device when the device is running normally.
This section describes how to restore the configuration data of the device to the normal
configuration to ensure that the device can run normally.
Before restoring the configuration file, ensure that the system software version is running
properly. After the TFTP Server is configured, the system can communicate with the TFTP
Server over a network. If you need to save the current configuration data, you can back it up.
Before restoring configuration data, you need to check the configuration file to be loaded. Key
service configurations are correct. This prevents the system configuration data restoration
failure due to the exception of the newly loaded configuration file.
To do this:

1. Setupan FTP/TFTP server
2. Run the load saved-config ftp server-ip-address user-name user-password filename
command to download the configuration file.

[ Configuration Case ]

Download the configuration file of the device from the server. The configuration file name is
config, the backup file type is gz, the IP address of the ftp server is 192.168.1.16, the ftp user

name is amdin, and the password is admin.

OLT(config)#load saved-config ftp 192.168.1.16 admin admin config
OLT(config)#

3. Orrun the load saved-config tftp server-ip-address filename command to download the
configuration file.

[Configuration Case]

Download the configuration file of the device from the server. The configuration file name is

config, the backup file type is gz, and the tftp server IP address is 192.168.5.202.
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OLT# load saved-config tftp 192.168.5.202 config
OLTH#

4. Reboot the device.

5. Once the reboot is complete, enter the save command in the enable and config views to
save the configuration.

Verify

When you are done, run the show current-config command to see if the current configuration
exists, if there is a problem with the current configuration, if it is correct, and successfully

restored.
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2 Routine Maintenance

This chapter includes the following topics:
® Overview of routine maintenance

® Daily maintenance

® Weekly maintenance

® Monthly maintenance

® Quarterly maintenance

2.10verview of routine maintenance

Purpose of routine maintenance

Routine maintenance includes the following two methods:

® Daily routine maintenance

Daily routine maintenance refers to equipment maintenance projects that need to be carried
out every day. Keep track of the daily operation of the equipment during maintenance, identify
and promptly resolve any issues.

The purpose of daily routine maintenance is as follows:

- Timely detect alarms or existing defects emitted by the equipment, and take appropriate
measures to restore and handle them, maintain the health level of the equipment, and reduce
the failure rate of the equipment.

- Timely detect abnormal phenomena in the status of each link or connection during the
operation of the business, and take appropriate measures to restore and handle them to
ensure normal business operation.

- Real time grasp of the operational status of devices and networks, understand the
operational trends of devices or networks, and improve the efficiency of maintenance
personnel in handling emergencies.

® Regular maintenance

Regular maintenance refers to maintenance operations that are carried out on a certain cycle
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(such as weekly, monthly, and quarterly), with relatively complex maintenance processes, and

in most cases require specially trained maintenance personnel to carry out maintenance

operations, such as hardware inspections and operating system inspections. Understand the

working status and performance changes of the equipment during maintenance, and promptly

solve potential faults.

The purpose of regular maintenance is as follows:

— By regularly maintaining and maintaining equipment, the health level of the equipment is

maintained in good condition for a long time, ensuring that the system can operate safely,

stably, and reliably.

— By means of regular inspection, backup, testing, and other means, timely identify defects

such as natural aging, functional failure, and performance degradation that occur during the

operation of the equipment, and take appropriate measures to address them in a timely

manner to eliminate hidden dangers and prevent accidents from occurring.

Precautions for routine maintenance

® Establish a comprehensive maintenance system for the computer room and standardize
the daily work of maintenance personnel. There should be a detailed duty log to keep
detailed records of the daily operation, version status, data changes, upgrades, and
problem handling of the system, in order to facilitate analysis and handling of any issues
that arise. There should be handover records to ensure clear responsibilities.

® All major operations (such as switching boards, resetting systems, loading software, etc.)
should be recorded and the feasibility of the operation should be carefully confirmed
before operation. It is not allowed to blindly reset, load, or modify data on the device,
especially not to arbitrarily modify network element data. Only qualified operators can
carry out the operation after taking corresponding backup, emergency, and security
measures. Before making changes to the data, a data backup should be performed. After
the data is modified, it should be confirmed that the device is operating normally within a
certain period of time (usually one week) before the backup data can be deleted.

® |t is strictly prohibited to play games or surf the internet on computer terminals. It is also

prohibited to install, run, copy any software unrelated to the system, or misappropriate
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computer terminals.

® The network management password should be set level by level, strictly managed,
regularly changed, and only issued to maintenance personnel.

® Maintenance personnel should undergo pre job training to master the basic knowledge of
equipment and related network knowledge. During maintenance operations, it is
necessary to follow the instructions in the relevant equipment manual. Before touching
the equipment hardware, it is necessary to wear an anti-static bracelet correctly to avoid
accidents caused by human factors. Maintenance personnel should have a rigorous work
attitude and a high level of maintenance, and improve maintenance skills through
continuous learning.

® Regularly inspect spare parts to ensure the inventory and completeness of commonly used
spare parts, and to prevent moisture and mold damage. Spare parts and damaged parts
replaced during maintenance should be stored separately. Timely repair faulty boards to
ensure sufficient spare parts for major boards.

® Commonly used tools and instruments should be available, and instruments should be
regularly tested to ensure their accuracy.

® Maintain normal temperature and humidity in the computer room, keep the environment
clean, dustproof and moisture-proof, and prevent rodents and insects.

® The software and materials that may be used during maintenance should be stored in a
designated location nearby, so that they can be obtained in a timely manner when
needed.

® Ensure the stability and reliability of the primary power supply of the system, and regularly
check the grounding and lightning protection of the system. Especially before and after the
thunderstorm season, the lightning protection system should be checked to ensure that
the facilities are intact.

® The lighting in the computer room should meet the maintenance requirements. Normally,
damaged lighting fixtures should be repaired in a timely manner to avoid any lighting blind
spots that may cause inconvenience to maintenance.

® |[f faults are found, they should be dealt with promptly. In case of difficult problems,
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various original information should be recorded in detail first, and the local office or
customer service center of Cyberteam® should be contacted in a timely manner.

Basic requirements for maintenance personnel

Knowledge

® Be familiar with basic communication professional knowledge such as optical access
principle and Softswitch principle.

® Familiar with H.248, SIGTRAN, SIP and other related signaling protocols.

® Familiar with basic knowledge of computer networks such as Ethernet, TCP/IP, databases,
and the use of related tools and software.

® Familiar with the network composition and routing of operators.

® Familiar with the maintenance procedures of relevant telecom operators.

System networking and operating environment

®  Familiar with the composition relationship between OLT and ONU related equipment

® Familiar with the composition of upper layer switching equipment and routing.

® Familiar with the signaling and protocols used by networking devices.

® Familiar with the configuration data of relevant routers and switches.

Instrument usage

® Familiar with the use of commonly used signaling tracking and packet capturing software.

® Familiar with the use of commonly used multimeter, optical power meter, and other
instruments.

Common tools for routine maintenance

Software maintenance tools

Familiar with the use of Wireshark packet capture tools, SecureCRT, and other commonly used

software maintenance.

Hardware maintenance tools

The equipment room should always have the following necessary maintenance tools available:

® Screwdriver

® pincers

® wrench
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® tweezers
® clectriciron
® wrist strap

® Multi-meter

2.2Daily maintenance

Refer to the table below for daily routine maintenance tasks:

Table 2 Daily Routine Maintenance Task

Maintenance tasks Maintenance items Maintenance standards
Check for system
Alarms on the network . )
alarms and There are no critical or major alarms
. management system
notifications
o Temperature 30% ~ 70%
Maintain the —
) Humidity 15°Cto25°C
equipment room - -
. . The fan is running properly and no
environment Device fan status .
alarm is generated
o ) The device's power o )
Maintain equipment | = . The indicator is green.
o indicator light
condition - -
Dust resistance of the rack No noticeable dust
] ) Equipment operation Operating indicator light normal
Monitor business load ——
. ) The CPU usage is within the normal
conditions CPU usage of the device
range

2.2.1 Check the power supply voltage of the device

Abstract

Measure the AC and DC voltage of the input power supply of the device with this task.

Related Information

® When using a DC power supply, the allowable fluctuation range of DC voltage for
FD1608S-B1 is -72 V to -38 V, and when using an AC power supply, the allowable
fluctuation range of AC voltage is 90V to 240V.

® In order to ensure that the equipment does not interrupt the work after the mains power
failure, it is necessary to have the corresponding uninterrupted power supply measures.
Such as oil generator set, battery set, etc.

® The noise level index contained in the DC power supply voltage should meet the

requirements of the original technical specification of the Ministry of Posts and

IFiberTechnic
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Telecommunications.
® Dc power supply should have overvoltage and overcurrent protection and indication.
procedure
1. Use a multimeter to measure the DC voltage to the device's input power supply.
2. Record the DC voltage value of the input power supply.
Related Tasks
If the test results are not within the standard range, it is necessary to check the input power

supply in time and ensure that the backup power supply is in working condition.

2.2.2 Check the temperature of the equipment room

Abstract

Check the temperature of the equipment room with this task.

Steps

Look at the current room temperature value in the thermometer and record the relevant value.
The thermometer is usually installed in a fixed position in the equipment room.

Related Tasks

If the temperature value is not within the standard range, you need to perform the following
check operations.

Table 3 Machine room temperature control

If... Then...

The equipment room is not | You are advised to install air conditioners to ensure

air-conditioned long-term stable running of devices.

Check that the air conditioner is working properly.

® [f the air conditioner is working properly, adjust
the temperature of the air conditioner. It is
recommended to set the temperature range to
16°Cto25°C.

If the air conditioner does not work properly,

Air conditioners have been installed

in the equipment room Py

contact the air conditioner manufacturer to
restore the air conditioner to normal operation

as soon as possible.

2.2.3 Check the operating status of the air conditioner

www.fibertechnic.com IFiberlechnic




Abstract

Check the operating status of the air conditioner to ensure that it can work properly according

to the set temperature or humidity requirements.

Steps

® When the device is installed in a manned equipment room, maintenance personnel should
check the air conditioner or other temperature and humidity jump devices daily to check
whether they work properly according to the preset temperature or humidity
requirements.

® When the equipment is installed in an unattended equipment room or outdoors,
maintenance personnel should check the air conditioner running status at least once a
month and make records.

Related Tasks

If the air conditioner is faulty, you need to contact the air conditioning maintenance personnel

to repair it in time.

2.2.4 Check dust prevention measures

Abstract

Diameter is greater than 5 pum dust concentration <3x104 particles /m3, can not have
conductive, magnetic and corrosive dust. Because in the daily maintenance process, the dust
concentration is difficult to measure, mainly through the maintenance personnel to observe
the naked eye, should ensure that the equipment is not ash, not polluted. This section
describes how to check the dust prevention measures of the device.

Steps

Check the dust concentration in the equipment room.

Related Tasks

It is recommended to reduce dust by adding dust sealing rubber strips to the edges of the doors
and Windows of the equipment room, using double glass to seal the Windows, and changing
working clothes and shoes when entering the equipment room.

Ensure that there are no strong magnetic, strong electric, or corrosive objects in or around the

equipment room to avoid harmful dust. Use a vacuum cleaner to remove the dust that has
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been generated.

2.2.5 Check the running status of the fan

Abstract

Rack fans dissipate the heat generated during the running of the device. Check the running

status of the rack fans.

Steps

® When the device is installed in a manned equipment room, run the show fan command
every day to check the FAN status of the rack and observe the fan indicator on the main
control board.

® When the FAN works normally, the Status is work normally, and the FAN indicator blinks
green.

® When a device is installed in an unattended equipment room or outdoors, maintenance
personnel should monitor the device to check the ambient temperature of the device and
pay attention to fan alarms and notifications.

Related Tasks

If the fan is faulty, check whether the fan module is working properly, or replace the fan unit. If

it still cannot be resolved, notify maintenance personnel for an overhaul.

2.2.6 Check the CPU usage of the board

Abstract

Check the CPU usage of the board by performing this task.

Relevant information

Normally, the CPU usage of the switching control board and the SPU does not exceed 80%.

The CPU usage may be high only when the switch control board is saving data or writing to the
flash memory. However, the CPU usage should not be high for a long period of time.

Steps

Use the “show cpu” command to check the CPU usage of the individual switching control
boards and the individual business boards.

Related Tasks
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If the CPU usage of the board is high for a long time or frequently, perform the following

checks:

® Check whether the device data is properly configured. Reduce the number of users to be
configured or expand the system capacity.

® Check whether the networking mode of the device is reasonable and whether a ring

network generates a large number of broadcast packets.

2.2.7 Detecting the Network Management Channel

Abstract

This section describes how to check whether the network management channel (NMS) client
can ping the IP address of an NE.

Steps

1. On the NMS client, run the ping command to ping the IP address of the NE to check whether
the physical link between the NE and the NMS is normal.

2. On the NMS client, run the SNMP ping command to check the logical link between the NE
and the NMS.

Related Tasks

If the communication between the test NE and the NMS is abnormal, check the working status
of the following devices.

® NE

® Network management

® The connection network between the NE and the NMS

2.2.8 View Current Alarms

Abstract

This task is used to view current alarms. Normally, there should be no alarms on the NMS.
Steps

1. On the ISM terminal, select the related NE and click View - Alarm Management. The Alarm
management page is displayed.

2. On the displayed alarm management interface, choose View Alarm = Query Current Alarm
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to view all the alarm information of the current NE.

3. If you select an alarm item, you can view the detailed alarm information. Record the alarm
information in detail and contact technical support personnel to locate and rectify the fault.
Related Tasks

If the NMS terminal displays a current alarm, you need to follow the NMS instructions to

troubleshoot the fault.

2.3Weekly Maintenance

See the following table for weekly routine maintenance items.

Table 4 Weekly Maintenance Task

Items Maintenance content
System maintenance Virus checking
Alarm maintenance Alarm sorting

2.3.1 Checking for viruses

Abstract

This section describes how to check viruses on the ISM server, client, and maintenance terminal.
Ensure that viruses are free or removed normally.

Steps

Perform a full name antivirus on the network management computer regularly every week.
Related Tasks

If you find viruses that cannot be killed properly, you should keep your antivirus library or
antivirus software updated. It is recommended to use Norton Antivirus or McAfee antivirus
tools, which have periodic antivirus and regular update functions.

At the same time, pay attention to the virus prevention of the background PC in daily
maintenance. Do not read and write operations unrelated to maintenance, you must read and
write U disk or mobile hard disk, you must ensure that the U disk or mobile hard disk is not

infected with viruses.

2.3.2 Collate alarm records

Abstract

This section describes how to delete expired alarm records from NMS data.
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procedure

® Select the NE in the NMS and click View — Alarm Management. The Alarm management
page is displayed.

® On the Alarm management page, choose Alarm View — Historical Alarm Query to display
the historical alarm information.

® You can set search conditions to display historical alarms and notification messages as
required.

® Check the alarms and notifications one by one, and click the Delete button to delete the
recovered alarms and notifications.

Related Tasks

If no message is displayed when you query historical alarms or current alarms, perform the

following operations:

® If no message is returned for querying historical alarms, check whether the ISM server
works properly.

® If no message is returned for querying current alarms, the NMS is checked.

2.4Monthly Maintenance

Weekly routine maintenance items are listed in the following table.

Table 5 Monthly Maintenance Task

Items Maintenance content

Clean the cabinet

Hardware inspection
Check the power and ground cables

OLT configuration data backup

Data sorting Network management Data Backup

Operation log arrangement

2.4.1 Cleaning cabinets

Abstract

Check whether the cabinet interior and surface are clean.

Steps

Observe the interior and surface of the cabinet to ensure that the cabinet is clean and free of

ash, obvious stains, and foreign bodies.
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Related Tasks

If the cabinet is not clean well, use anhydrous alcohol to clean the stains on the cabinet surface,
taking care not to contaminate the internal boards and components. Remove the air filter from
the side and bottom of the cabinet, clean it with neutral detergent, and dry it thoroughly.

At the same time, check whether there are foreign bodies in the cabinet and remove them in
time. If you encounter problems that cannot be handled by yourself, report them for

maintenance in time.

2.4.2 Check the power and ground cables
Abstract
Check the power and ground wires with this task.
Steps
Check that the power and ground cables are securely connected and that there is no rust.
Related Tasks
If there is a problem with the power or ground connection, reconnect it immediately or replace
it.
2.4.3 Back up NE configuration data
Abstract
This section describes how to back up NE configuration data and save the NE configuration data
to the ISM server.
procedure

See Section 1 of this manual, "Backup and Recovery."

2.5Quarterly Maintenance

2.5.1 Configure the operating user password

Abstract

Configure the operating user and login password through this task.

Steps

In OLT(config)# mode, use the “user name” command to create the user and password.

Use the “show user all” command to view the configured operating user.
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2.5.2 Check the system time

Abstract

Check the system clock with this task.

Steps

Use the show time command to view the current system date and time to check that the
current system date and time are consistent with standard time.

If the system time is inconsistent with the actual time, run the time command in config mode

to configure the system time in the standard time format.

2.5.3 Checking the Power Module
Abstract
Check that the power module of the unit device is working properly with this task.
Steps
Check the DC power input light to confirm that the input voltage is normal.

If the power supply is abnormal, you need to perform the following operations.

Table 6 Power Check

If... Then...

Check that the power connection and plug

contact are good
Abnormal voltage

Check that the output of the power system
that powers the device is normal
There are damaged power modules Replace the power module with a new one

2.5.4 Check the battery

Abstract

Check that the battery is working properly with this task.

Relevant information

Battery normal conditions are as follows:

® The shell of the battery is clean and intact. The electrodes are not bent or deformed. The
spacing between the batteries should be at least 10 mm.

® There is no loosening or corrosion in the connection between batteries.

® The operating temperature of the battery is -20 ° Cto 50 ° C.
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® The charging voltage of the battery is measured at the base of the battery pole. The typical
floating charging voltage of the battery pack is 13.38V.

® The system can be switched to battery power supply normally.

Steps

1) Check the connector between the exterior of the battery and the battery.

2) Check for environmental and battery problems.

3) Measure the system float charging voltage.

4) Cut off the AC input and check that the system is switching to battery power normally

Related Tasks

If you find that the battery is abnormal, perform the following check operations:

If the battery case is found to be unclean, it needs to be removed immediately.

If the battery case is found to be leaking and deformed, the battery needs to be replaced
immediately.

If the electrode is found to be bent or damaged, the battery needs to be replaced
immediately.

If the connection between batteries is loose or corroded, fix or replace the connection

according to the actual situation.
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3 Parts Replacement

This chapter contains the following topics:
® Part Replacement Overview

® Part replacement Operations

3.1Part Replacement Overview

Part replacement Scenarios

Part replacement is usually used in the following scenarios:

Equipment maintenance

Part replacement is a common means for maintenance personnel to carry out equipment
maintenance. You can use alarms or other device maintenance information to determine the
scope of a hardware fault. If a board or subrack part is out of service due to a fault, you can
directly replace it.

Hardware Upgrade

When new functions are added to the parts, the hardware needs to be upgraded, such as
replacing the chip, etc. At this time, you need to pull out, insert, and resume the operation of
the component.

Device expansion

When expanding the capacity of a device, you may need to replace or insert certain

components.

3.2Part replacement Operations

3.2.1 Replacing a power module
Abstract
This task describes how to replace a power module.
Prerequisites

® The type of the power module to be replaced has been prepared. Ensure that the power
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module is of the same type.

® All the tools required for the replacement, including screwdrivers, labels, and ESD
bracelets, have been prepared.

® File areplacement request with the appropriate leader.

® Use the save command to save the system data before replacement to ensure that the
service data is backed up.

Related Information

The power module uses -48 V DC power supply to supply power to the device.

FD1608S-B1 supports two power modules. The two power modules work in active/standby

mode. As long as one power module has normal output, it will not affect the normal operation

of the whole device.

Replacing one power module does not affect the normal operation of FD16085-B1. However, to

avoid accidents, it is recommended to make full preparations before replacement. Before

replacing a power module, ensure that the service data is saved.

You are advised to replace a power module during off-peak hours, for example, 00:00 am to

05:00 am.

Steps

1) Wear an anti-static wristband.

2) Turn off the cabinet power distributor to control the output of the power module.

3) Remove the connector of the feed cable connected to the power module using a flat-head
screwdriver.

4) Use a cross screwdriver to loosen the fastening screws on the power module panel in a
counterclockwise direction, hold the handle bar on the panel, and smoothly pull out the
power module along the slot guide rail.

5) Place the replaced power module in an ESD bag. Attach a maintenance label to the bag to
record the name of the power module and the fault symptom.

6) Take the new power module out of the packaging box and check that no parts are
damaged or missing.

7) Align the new power module with the slot and smoothly insert the new power module
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along the guide rails of the slot. When the new PSU is fully inserted until the panel is
parallel to the other modules, tighten the fastening screws in a clockwise direction with a
cross screwdriver.

8) Reattach the connection plug of the corresponding feed cable and tighten the fastening
screw.

Verify

Verify that the power module has been replaced by checking the following items. If all the

check items are normal, the power module is replaced.

® Turn on the output control switch of the power distribution frame corresponding to the
new power conversion board. If the PWR indicator on the power module is green on, it
indicates that an external power supply is connected to the power module and the power
module is running properly.

® Query the alarms and performance events in the system to ensure that no new abnormal

alarms or performance events exist.

3.2.2 Replacement optical module

Abstract

The optical module needs to be replaced when it does not work. This section describes the

precautions, procedure, and verification methods for replacing an optical module.

Record the positions of pigtails and cables, and check whether the labels on each cable are

correct, clear, and neat. If the labels are difficult to identify, you need to re-make and attach

labels to avoid errors when connecting cables.

Matters needing attention

® You can only replace the external optical module directly (the optical module is pluggable).

® You are advised to replace the optical module during off-peak hours, for example, 00:00
am to 05:00 am.

® Caution When inserting or removing a pigtail, do not damage the head of the pigtail.

® Do not look directly into the pigtail connector during replacement. Otherwise, the laser
may damage your eyes.

® During the replacement, keep the optical port and pigtail end of the optical module clean
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to avoid dust or other pollution sources.

Steps

1) Wear an anti-static wristband.

2) Remove the pigtail from the connector of the optical module and put a dustproof cap on
the pigtail connector. Place the pigtails properly to prevent the wobble of the pigtails from
affecting the replacement of the optical module.

3) Pull the handle of the optical module that you want to replace. Hold the handle and gently
pull out the optical module from the optical port on the board.

4) Place the replaced optical module in an ESD bag. Label the bag with the name and
symptom of the optical module.

5) Take out the new parts from the packaging box, and check and confirm that there are no
damaged parts or missing components. Verify that the new optical module is of the same
type as the optical module to be replaced.

6) Insert the new optical module into the optical port of the board. When the spring of the
optical module clicks, it indicates that the optical module is correctly inserted. Close the
handle.

7) Remove the dust cap from the pigtail connector and plug in the pigtail as recorded.

Verify

Verify that the optical module has been replaced by checking the following items. If all the

check items are normal, the optical module is successfully replaced.

® Check whether the indicator of the optical module port is normal. If the indicator is green
on, the link of the port is normal. If the indicator is off, you need to change the order of
the two pigtails.

® Query the alarms and performance events in the system to ensure that no new abnormal
alarms or performance events are added.

® Check whether the services of the link where the replaced optical module resides are

normal.

3.2.3 Replacing the Pigtail

Abstract
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This task describes the precautions, procedures, and verification methods of pigtail

replacement. Before you replace a pigtail, confirm the following information:

® Record the positions of both ends of the pigtail to be replaced and the cabling method.

® Take out the new pigtail and verify that the type of pigtail is the same as that of the pigtail
to be replaced. Generally, the orange color is multi-mode fiber, and the yellow color is
single-mode fiber.

® Make a new label based on the label content on the original pigtail.

Precautions

® During the process of replacing a pigtail, the services carried by the pigtail are temporarily
interrupted.

® You are advised to replace the pigtail during off-peak hours, for example, 00:00 am to
05:00 am.

® Caution When inserting or removing a pigtail, do not damage the pigtail connector.

® When installing or maintaining a pigtail, do not keep your eyes close to or looking into the
optical interface or pigtail connector.

® The radius of curvature of an optical fiber must be greater than 20 times the diameter of
the optical fiber. Generally, the radius of curvature is greater than or equal to 40 mm.

® Optical fiber connectors include LC and SC connectors. Select the pigtails of different
connectors according to the interface type.

procedure

1) Wear an anti-static wristband.

2) Hold the pigtail connector to pull it out and put a dust cap over the connector.

3) Remove the dust cap from the new pigtail connector and keep it safe for next use. If there
is dust on the pigtail connector, clean it with a dust-free cotton cloth or fiber wiping paper.

4) Lay out the new pigtail in the same way as the original cable, and insert the pigtail
connector into the optical port at the recorded position.

5) Attach a label to the new pigtail. Lay out the new pigtails neatly in the cabinet and bind
them with binding tapes. Ensure that the binding tightness is moderate and the spacing is

even. If the pigtails are too long, bind the remaining pigtails outside the ODF.
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Verify

Verify that the pigtail replacement is complete by checking the following items. If all the check
items are normal, the pigtail is successfully replaced.

® Check the port indicators on the panel. If the indicator is green, the port link is normal.

® Check whether services on the board where the pigtail resides are normal.

® Query the alarms and performance events in the system to ensure that no new abnormal

alarms or performance events exist.

3.2.4 Replace the network cable

Abstract

This section describes the precautions, procedures, and verification methods for replacing

network cables. Before you replace a network cable, confirm the following information:

® Record the positions of both ends of the cable to be replaced and the cabling method.

® Take out the new network cable and ensure that the type of network cable is the same as
that of the network cable to be replaced. There are two types of network cables: crossover
cable and straight-through cable.

® Make a new label based on the label content on the original cable.

Steps

1) Wear an anti-static wristband.

2) Hold the cable connector to be replaced and pull out the cable connector.

3) Use diagonal pliers to cut the cable tie and pull out the network cable.

4) Lay out the new network cable in the original way and insert the connector into the
network port. Click to indicate that the connection is successful.

5) Attach a label to the new network cable, bind the cable with cable ties, and cut off the
excess of the cable ties.

Verify

Look at the indicator of the network port. If the indicator is green on, the link is normal and the

network cable is successfully replaced. If the communication is abnormal, you need to test the

cable connectivity through a network cable tester.
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4 Fault Management

This chapter includes the following topics:
® Troubleshooting Overview

® Emergency Handling
4.1Troubleshooting Overview

4.1.1 Troubleshooting Instructions

Fault classification

A fault is a phenomenon in which the equipment or system software "loses the specified
function" or endangers safety due to some reason during the working process.

According to the service affected by the fault and the scope of the fault, the fault is divided
into:

® Emergency faults

An emergency fault is a fault that seriously affects service operations, including a serious
decrease in key system indicators or interruption of a large area or even all services.

® Common faults

Faults other than emergency faults that have little impact on business operations.

Fault sources

There are three main sources of failure:

® End user complaints

The service cannot be used or is used abnormally, resulting in user complaints.

® Alarms on the NMS

If an alarm is generated when the system device or software is abnormal, the alarm is reported
to the NMS and the alarm is generated by sound and visual on the NMS.

® Routine Maintenance Check

Maintenance engineers discover device or system anomalies during routine maintenance.
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4.1.2 Requirements for Maintenance Engineers

Mastering the necessary skills is an important prerequisite for maintenance engineers to

successfully complete troubleshooting activities.

When handling FD1608S-B1 faults, maintenance engineers should have the following skills:

Proficiency in communication basics

»  Be familiar with Ethernet, TCP/IP and other computer networking knowledge.

»  Familiar with xDSL access technology

> Familiarity with PON access technology

»  Familiar with multicast business principles

Master the networking and service functions of FD1608S-B1 device.

»  Be familiar with the actual network networking

»  Be familiar with FD1608S-B1 hardware structure and performance parameters

»  Be familiar with the function and slot of FD1608S-B1 boards

»  Be familiar with the implementation principle of FD1608S-B1 service functions

»  Be familiar with FD1608S-B1 service configuration

» Be familiar with the connection relationship between FD1608S-B1 and other devices on
the network

» Be familiar with the protocols used between FD1608S-B1 and other devices on the
network

Master the common fault locating operations of FD1608S-B1. When operating the

equipment, it should also be clear that:

» Some or all services are interrupted due to these operations

»  Which actions will result in user complaints

»  What emergency or backup measures are in place

»  What actions will cause damage to the equipment

Proficiency in the following test tools and meters:

»  Multimeter

» Line tester

»  Optical power meter
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»  Optical attenuator

Master the methods of judging, locating and eliminating emergency failures of
equipment. Through drills, can skillfully use these methods to carry out emergency
fault handling.

Collect and save on-site data

Field data collection and preservation, including regular collection when the equipment is
running normally and collection when the equipment fails. Before troubleshooting,
maintenance personnel are required to collect and save on-site data.

Know the channels for help when a fault occurs, including but not limited to troubleshooting

documents and how to contact technical support.

4.1.3 Precautions for troubleshooting

Precautions

® During usual maintenance

To improve troubleshooting efficiency, make preparations during routine maintenance:

»  Make a physical connection diagram between onsite devices.

» Make a table of communication, interconnection, and permission information for the
parts/devices, including vlans, IP addresses, interconnection port numbers, firewall
configurations, user names/passwords, etc.

» Make a field component/device file to record its hardware and software configurations,
software and hardware versions, and any change information.

»  Ensure that the hardware configuration, software version, and parameter Settings of the
standby devices are the same as those of the devices running on the live network, so that
the standby devices can be quickly replaced in an emergency.

»  Check the remote access devices and various fault diagnosis tools regularly to ensure their
normal operation, such as test meters and packet capture tools.

® When a fault is found

»  When a fault occurs, check whether it is an emergency fault. If it is an emergency fault,

you need to restore services as soon as possible. For details, see 5.2 Emergency Handling.
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» If you encounter any problem during maintenance, record the original information in
detail, including the fault symptom, operation before the fault, version status, and data
change.

> If the fault is found, it should be handled in time, and if the problem cannot be handled,
contact Cyberteam® technical support engineers in time.

® When handling faults

> Strictly follow the operating rules and industry safety regulations to ensure personal safety
and equipment safety.

» Take ESD-preventive measures and wear an ESD-preventive wrist strap when replacing or
maintaining equipment parts.

> Strictly control the enabling of network services, such as DHCP and RTP.

» Do not connect or disconnect network cables of devices that are unclear.

» A detailed fault handling tracing log should be kept to record the fault handling in detail
for easy analysis and handling. For the continuous fault handling process, there should be
a succession record, so that the responsibility is clear.

> Record all critical operations (such as restarting processes, deleting files, and modifying
configurations), and confirm the feasibility of the operations before performing them.
Only after backup, emergency, and safety measures are taken, can the operations be
performed by qualified operators.

Dangerous Operation

The following operations are listed as dangerous. Exercise caution when handling faults.

The following operations may cause greater system faults. You are advised to perform the

operations after confirmation.

® Dangerous operation of database.

® Modify the database's configuration file.

® Modify the relevant properties of the database.

® Delete the log files of your system or database.

® Perform destructive operations in the database such as update, delete, etc.

® Dangerous operations of business applications.

www.fibertechnic.com IFiberlechnic




® Stop the system module.

® Stop system application processes and databases.
® Run the shutdown command.

® Modify the service configuration parameters.

® Dangerous operation of the network.

® Modify the configuration of your network device.

® Modify the network architecture.

4.1.4 Troubleshooting

4.1.4.1 Original Information Analysis

Action

The original information is the sum of the fault information reflected in user fault reports, fault
notices of other offices, and faults discovered during maintenance, and other related
information collected by maintenance personnel through various channels and methods at the
initial stage of a fault. The original information is used for fault diagnosis and analysis.

The original information analysis is mainly used to determine the scope of the fault and the
type of the fault. In the initial stage of troubleshooting, the original information provides the
criteria for reducing the scope of fault diagnosis and preliminary fault location. If the
maintenance information is rich, the fault cause can be directly located.

The original information mainly includes: the time when the accident occurred, the nature of
the accident, the main symptoms of the accident, and the detailed handling process of the
accident. If the accident is not solved, the operator can directly contact the local office or the
800 hotline to report the fault information.

Application Scenarios

Original information analysis can not only be used in the processing of user faults, but also in
the processing of other faults, especially cross-device faults, because of the need to interface
with the bearer system and the problem of parameter coordination, the collection of original
information is more important. For example, whether the bearer system is running normally,

whether the peer device has changed the data, and the definition of some docking parameters.
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4.1.4.2 Alarm Information Analysis

Action

The alarm information is output by the client to the maintenance personnel in the form of
sound, light, or screen output. The alarm information is simple and direct.

Application Scenarios

Alarm information can be used in the following aspects:

® Handling device faults

® Service fault handling

4.1.4.3 Indicator status Analysis

Action

In addition to directly reflecting the working status of the board, the indicator can also reflect
the working status of the circuit, link, optical path, node, channel, etc. Therefore, the status of
the board indicator is one of the important bases for fault analysis and location.

Application Scenarios

This function is used when the board running status is abnormal or the circuit or link is
abnormal.

There are corresponding running and alarm indicators on the main control board of the device.
4.1.4.4 Routine test Analysis

Action

During the running of the device, routine tests can be performed on the hardware and software
resources of the device. By presenting the diagnostic results to users, maintenance personnel
can discover potential faults or running errors of the device in advance and take preventive
measures as soon as possible.

Application Scenarios

Mainly complete routine tests on the following objects:

® Hardware

® Link

® Circuits
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4.1.4.5 Capture analysis

Action

Packet capture in the analysis can be applied in FD1608S-B1 system voice and data field, using
these packet capture results, you can observe the cause of the fault, find out the crux of the
problem, or get inspiration for the subsequent analysis to provide the right ideas.

Application Scenarios

The Wireshark can be used to troubleshoot VolP, broadband, and multicast faults.

Callmonitor can be used to handle voice faults of ONUs such as V5 and H.248.

4.1.4.6 Query and analysis of operation logs

Function

After modifying the data configuration of FD1608S-B1, there are often cases of failure due to
poor consideration. In order to locate this type of failure as soon as possible, logs need to be
queried to understand the data configuration operations performed by the maintenance
personnel on the client.

Application Scenarios

Locate faults that occur after data configuration modification.

4.1.4.7 Data check Analysis

Action

Data checks include a wide range of troubleshooting, the most commonly used are:

® Protocol message analysis

In the protocol message analysis through the media, signaling, data tracking, analysis of
protocol message content, find the cause of failure.

® Data consistency check

By collecting the data configuration file startrun.dat of FD1608S-B1 system operation, analyze
the data configuration items and find the fault cause.

Application scenarios

Data check analysis is usually applied to the analysis and location of major faults such as voice

and data in FD1608S-B1 system.
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4.1.4.8 Telephone dial-test analysis

Features

Voice services account for a large part of the services provided by the ONU under FD1608S-B1.
FD1608S-B1 related to the fault, usually directly or indirectly affect the user's normal call
function. Telephone dial test can be used to judge the call processing function of ONU and the
working status of related modules under FD1608S-B1, which is a simple and quick method.
Application Scenarios

The call processing function and related modules of the ONU connected to FD1608S-B1 run
abnormally. Telephone dial test is used in conjunction with protocol and data capture analysis,

and it has a wide range of applications in detecting various functions of FD1608S-B1 system.

4.1.4.9 Reset

Features

Reset refers to the manual restart of part or all of FD1608S-B1 equipment, mainly used to judge
whether the software is chaotic, whether the program is "hanged" and other software
problems, is an extreme operation behavior that has to be taken.

Application Scenarios

The board is running abnormally.

Instructions for use

Compared with other methods, reset can not accurately locate the cause of the fault, and due
to the randomness of software operation, the fault phenomenon is generally difficult to
reproduce in a short time after reset, so it is easy to cover up the nature of the fault, and bring
hidden dangers to the safe and stable operation of FD1608S-B1 equipment. Therefore, this
method can only be used as a temporary emergency measure. It should be used with caution
when forced to.

Due to the reset operation, the system service will be interrupted, which will have a serious
negative impact on the daily operation of FD1608S-B1l. Therefore, this operation is only
applicable to situations where the impact is small, backup measures are available, or approved

operations are performed. In general, you are not advised to use the reset operation to locate

www.fibertechnic.com IFiberlechnic




the fault.

4.1.4.10 Loopback test

Action

It is used to diagnose engineering faults such as user loopback and network loopback. You can

determine the location and service flow of the drift based on the information about the drift

MAC, VLAN, source port, and destination port in the drift records.

Application Scenarios

® The MAC address of the BRAS or gateway learns from the upper interface, that is, the OLT
upper-layer network loop, affecting user services.

® A large number of IGMP packets are looped back. The downstream direction receives a
large number of IGMP packets with a geometric increase, which impacts cpus and

occupies normal service bandwidth. As a result, service processing exceptions occur.

4.1.4.11 Comparison and Interchange

Features

Comparison refers to the fault parts or phenomena and normal parts or phenomena are
compared and analyzed to find out the difference, so as to find out the problem. This method is
suitable for the occasion of a single fault range.

Swap means that after the replacement operation with spare parts, still can not determine the
scope or location of the fault, at this time, the parts in normal condition (such as boards, optical
fibers, etc.) and the parts that may be faulty are switched, compare the changes in the
operating status of the two after the switch, so as to determine the scope or location of the
fault.

Application Scenarios

Boards or lines are abnormal.

4.1.5 Troubleshooting Process

This section describes the troubleshooting process when a fault is found in the product or
system.

Troubleshooting refers to fault diagnosis, process analysis, and NE analysis based on fault
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symptoms, and then locating the fault to a specific module based on service processes and
system components. After locating the faulty module, handle the fault according to the known
troubleshooting experience.

When a fault occurs, the common troubleshooting process is as follows.

1) Collecting Fault Information

2) Determine the category and scope of the fault

3) Locate the cause of the failure

4) Troubleshooting Process

5) View the troubleshooting result

6) Summarize troubleshooting experience

The troubleshooting process is shown in Figure 1.

Figure 1 Troubleshooting process
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Collect fault information

Maintenance personnel should collect as much fault information as possible. Fault information

is an important basis for troubleshooting. Before troubleshooting, you need to collect the

following fault information:

® The specific symptom of the fault.

® The time, place, and frequency of the failure.

® The scope and impact of the failure.

® The operating status of the equipment before the fault occurs.

® What operations were performed on the device before the fault occurred and what were
the results of the operations?

® What measures were taken and the results after the fault occurred?
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® \Whether there is an alarm on the device when the fault occurs, and what are the
associated alarms of the alarm.

® Whether any board indicator is abnormal when the fault occurs.

Determine the scope and category of the fault

Before rectifying a fault, determine the fault scope and type based on the collected fault details,

and determine the fault level (critical and non-critical faults to enable different processes to

respond).

Determine the cause of the fault

Fault location refers to the process of finding out the cause of a fault from a variety of possible

causes, analyzing and comparing various possible causes of the fault by certain methods or

means, and constantly eliminating impossible factors to determine the specific cause of the

fault.

The common fault locating methods are as follows:

® Check whether an alarm is generated when a fault occurs.

® Check whether the indicator status of the board is normal.

® Capture packets or trace signaling.

® Query operation logs and analyze whether the operation process is incorrect.

® Check that the data is configured correctly.

Troubleshooting procedure (i.e., troubleshooting steps)

The troubleshooting process refers to the process of rectifying the fault according to the

operation rules based on the fault.

The troubleshooting methods include inspecting and repairing cables, replacing boards,

modifying data, switching systems, resetting boards, or upgrading the version or modifying the

solution.

View the troubleshooting result

Verify that the system is running properly by querying device status, board indicators, and

alarms, and by dialing and testing to ensure that services are running properly.

Summarize troubleshooting experience

After troubleshooting, record the main points of troubleshooting, and give the prevention and
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improvement measures for such faults to avoid similar faults from happening again. For serious

faults, sometimes it is necessary to write fault reports after the event.
4.2Emergency treatment

4.2.1 Emergency Handling Process

See the following table for the description of the emergency troubleshooting flow.

Table 7 Describes the emergency troubleshooting flow

Faults Instructions

The power failure is usually caused by the fault of the power
Device power failure supply system in the equipment room. For details about how to

rectify the fault, see Power Failure

Improper operation during system data modification may cause
Data Modification Faults
system faults. For details, see Data Modification Faults

If the bearer network is faulty, services may be affected. For
Carrying Faults
details, see Bearer Fault

If the device still fails to recover after power failure, data
Hardware and Software | modification, and bearing faults have been rectified, the fault
Faults can be identified as a hardware or software fault. For details, see

Hardware and Software Faults

4.2.2 The device is powered off

Fault Symptom

The user reports that the service is faulty. The broadband service and narrowband voice call
service fail.

The running indicator of the hardware board is in long gray.

Possible causes

The power failure is usually caused by the fault of the power supply system in the equipment
room.

Procedure

1. Check whether the power supply system of the equipment room is normal.
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® |[fyes - Step 3.

® No - Step 2.

2. Troubleshoot the power supply fault in the equipment room.

® Turn OFF all power switches in the cabinet power distribution box connected to the
external power supply system, and turn the dual power switches of each rack to the OFF
side.

® Repair and restore the power supply system of the equipment room.

® Turn on the power switches of racks and subracks in turn.

3. Check whether FD1608S-B1 system services are restored.

® Yes - Step 8.

® No - Step 4.

4. Measure whether the dual power supply system in the rack is within the power supply

voltage range.

® Yes - Stepb.

® No—>Step7.

5. Check the power cable connection between the cabinet and the chassis.

6. Check whether FD1608S-B1 system services are restored.

® Yes - Step 8.

® No->Step7.

~N

. Contact Cyberteam® technical support.

00

. The emergency maintenance process is complete.

4.2.3 Data modification failure
Symptom of failure
The user reports that the service is faulty. The broadband service and narrowband voice call
service fail.
Possible causes
This may be caused by modifications to the system data.
Troubleshooting Procedure

1. login to the FD1608S-B1 system and run the show log command to view the log file and
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check whether data has been modified recently.

® Yes - Step 2.

® Ifno, go to Step 6.

2. Back up the current configuration data. For details, see Backup.

3. Find the last backup of the correct configuration data in the NMS.

4. Restore system data. For details, see Restore.

5. Check whether the broadband and narrowband services are restored.
® Yes— Step7.

® No - Step6.

6. Contact Cyberteam® technical support.

7. End the emergency maintenance process.

4.2.4 Bearer failure

Fault symptoms

The user reports that the service is faulty. The broadband service and narrowband voice call

service fail.

Possible causes

This type of problem is related to the IP bearer network, but it does not necessarily refer to the

IP bearer network itself. It may be a problem of some nodes between the end to end. In this

case, you can check the alarm information and perform a Ping test to determine the cause of

the fault.

Troubleshooting Method

® [f a fault occurs at the IP transport layer, the system displays some alarms, for example,
the status of the uplink port is down.

® [f the indicator status of the device network port is abnormal, the port is damaged.

® Check the protocol configuration on the CLI command terminal and confirm that the
configuration is correct.

® Run the Ping test on the NE to check the service address. Check whether the result shows

that no communication is available or the packet is lost.
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4.2.5 Hardware and software failure

Fault symptom

The user reports that the service is faulty. The broadband service and narrowband voice call
service fail.

Possible causes

If the device still fails to recover after power failure, operation failure, and bearing failure are
ruled out, the fault can be attributed to hardware or software.

Troubleshooting Procedure

1. Reset the main control board and check whether services are restored.

® |[fyes, gotoStep7.

® No - Step 2.

N

Turn off the switch of the power dispenser corresponding to the power module on the
device.

3. Turn on the switch of the power distributor.

4. Check whether the working status of each board is normal, and confirm that the service is
restored to normal.

® Yes— Step7.

® No - Step 5.

5. Reload the version and confirm that the service is normal.

® Yes > Step7.

® No > Stepb6.

6. Contact Cyberteam® technical support.

7. The emergency maintenance process is complete.
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