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1 Product positioning and features

This chapter includes the following topics:

 Product Positioning

 Security features

1.1 Product positioning
FD1608S-B1 is a miniaturized optical access terminal product. The networking diagram of 

FD1608S-B1 is shown as follows:

Figure . 1 Networking diagram

FD1608S-B1 performs the following functions:

 PON OLT: support GPON access, cooperate with various types of ONU to complete FTTH,

FTTO access network networking.

 L2 optical access platform: support Ethernet connection and downlink, complete layer 2

Ethernet business traffic aggregation and forwarding.

 Service access control: accomplishing the access control, flow control and service carrying

for each user and service. Services include voice, Internet access, etc

1.2 Product Features
The characteristics and advantages of FD1608S-B1 series products are as follows:
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 High performance

 It meets the requirements of access network and enterprise network to improve network

performance, improve reliability and reduce power consumption. It is suitable for radio

and television three-in-one network, FTTP (Fiber to the premise), video surveillance

network, enterprise LAN (local area network), Internet of things and other network

applications with high cost performance ratio.

 The device is small in size and easy to deploy, which meets the requirements of compact

computer rooms for equipment performance and size.

 L2 capability: It has L2 switching, VLAN and other protocols and business processing

capabilities, which can be flexibly configured to adapt to various scenarios and

applications.

 Multi-service access: support voice, Internet, IPTV and other business access.

 Complete service and equipment protection functions: support Type B PON protection;

Support power supply, uplink redundancy protection.

 Full range of security features: with a wealth of equipment security, system security,

network security and business security features
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2 Product structure

This chapter includes the following topics:

 Hardware Structure

 Software structure

2.1 Hardware structure
Overview

19 "standard box

Appearance of equipment

FD1608S-B1 equipment appearance as shown below

Figure . 2 Appearance of the device

Hardware configuration

The front view of FD1608S-B1 equipment is shown in the following figure, and each component

module is shown in Table 1.
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Figure . 3 Device interface diagram

Table 1 Component modules

No Name Instructions

1 Main control board

8 PON ports,4 10/100/1000M self-negotiated Ethernet ports,4 SFP ports,2

SFP+ interfaces,1 100/1000BASE-Tx out-of-band Ethernet port, and 1

CONSOLE local management port

2 Power supply module Provides dual power access, AC/DC optional, built-in fan.

2.2 Software structure
The software structure of FD1608S-B1 is shown as follows:
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Figure . 4 Software architecture diagram

See Table 2 for the description of each module.

Table 2 Description of software modules

Modules Instructions

Equipment

management module

Provides board hardware, port, performance management, log management,

alarm management, configuration management, user management and

version management functions.

Interface management

module

Manage the PON port, L2 interface and L3 interface of the device

Service control module Provides protocol processing and business control.

External interface API

module

It provides network management, WEB and CLI interaction interfaces to realize

the operation and maintenance functions of the system.
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3 Operation and maintenance system

This chapter includes the following topics:

 WEB Maintenance

 Command line maintenance method

 Network management maintenance mode

WEB Maintenance mode

Support local WEB maintenance.

Command line maintenance method

When using command line maintenance, users can manage and maintain the OLT through

serial port or network port login. The networking is shown in the following figure.

Figure 5 Networking diagram of command line maintenance mode

 Serial port login mode: the local terminal device is connected to the CONSOLE interface of

the exchange control board through the local serial port.

 Network port login side :OLT supports two ways: out-of-band interface and in-band

interface.

The MGMT interface of the equipment is the out-of-band interface.

The in-band interface is the internal logic interface of the system, which is connected to the

maintenance terminal equipment through the uplink business interface after configuration to

realize the management of the OLT

Network management and maintenance mode
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When using the network management maintenance mode, the OLT connects with the network 

management server through the SNMP protocol. The network management CMS system is a 

network equipment management software developed by Cyberteam®, which uses B/S 

management model and provides graphical interface to manage multiple broadband access 

and integrated access devices in a unified way. The networking is shown in the figure.

Figure 6 Network management and maintenance mode network diagram

All the functions of network management can be realized as follows:

 Topology Management

Provides a topology view of the entire network, allowing users to browse the key data and

information of the network in a comprehensive and clear interface. The topology map shows

the link of network elements and network elements, displays the alarm situation of network

elements, and displays it in an intuitive organization form and eye-catching colors, so that users

can understand the situation of the entire network at a glance.

 Configuration Management

It is used to set and modify various parameters related to ONU, and synchronize these

parameters to the network element operation system and take effect. It can also reflect the

various types of equipment resources in the network and the setting of important parameters,

so that users can easily understand the equipment and use of each key resource, so as to

strengthen management and maximize the benefits of telecommunications network resources.

At the same time, configuration management can provide the necessary reference data for

performance management and fault management.

 Performance Management
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Responsible for the performance monitoring of network elements. Through the collection of

various performance data from the network element, understand the operation of the network,

provide detailed information for operators and management departments, so as to guide the

planning and adjustment of the network, and improve the quality of the network operation.

 Alarm Management

It enables users to understand the abnormal operation state of the network and equipment in

time, helps operators determine the cause and location of the failure, so that users can find out

as soon as possible, deal with and solve the system failure as soon as possible, and ensure the

normal operation of the network. The alarm management module receives and processes the

alarm reported by the equipment, displays it to the user through the interface, and can be

forwarded to the specified target by E-mail.

 Security Management

Prevent and prevent unauthorized users from illegal access, prevent and prevent legal users

from operating beyond their authority, record all operation information related to security for

review, ensure the legal use of the system by users, so as to ensure the normal and reliable

continuous operation of the network management system.

 Log Management

Complete the management of various system logs, which are the record information of various

events and operations in the system. By viewing the log, users can understand whether the

system is operating normally, locate the cause of the problem, and backtrack and audit

important events. Log management is an effective tool for system administrators to track

system running status, locate system faults, and track user usage.

 Task management

A task is a predefined discipline in a network management system that specifies how the

network management system should behave under certain conditions. Through the predefined

tasks, the network management system can automatically execute the relevant operations

according to the current operation situation, realize the automatic scheduling and protection of

the network, and improve the management efficiency of the system.

 System Management
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It is used for the management function of EMS network management system itself. Through

system management, users can better maintain the network management system. System

management for the network management system provides a unified maintenance and

management of the operation platform, can realize the application server and database server

monitoring and maintenance operations, in addition to provide the database management

commonly used functions.
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4 Features and functions

This chapter includes the following topics:

 Access Features

 L2 Feature function

 Multicast feature functions

 Networking features and functions

 Security feature function

 QoS feature function

 Reliable redundancy feature function

 Energy saving feature function

4.1 Access feature function
See the following table for access feature functions:

Table 3 Access feature functions

Function

classification

Name Description

GPON

Physical Layer - Basic

features

Max split ratio 1:128. 1.244 Gbit/s uplink, 2.488 Gbit/s

downlink.

Physical-transport

characteristics
Transmission range 20km

Physical layer - OLS optical

layer monitoring

Received optical power measurement at the ONU level at the

OLT side.

ONU side receives optical power query

OLT optical module working parameter query: temperature

Physical layer -- FEC

Downlink FEC is configurable and based on OLT PON port level

control.

Uplink FEC is configurable and based on ONU PON port level

control

ONU registration and

authentication

GPON standard registration process and supports multiple

authentication methods

SN,Loid

ONU remote

management
Operate and manage ONUs remotely through OMCI.
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Link Layer - DBA

Support multiple DBA modes of ONU, support SR (Status

Report), NSR (Non Status Report), and hybrid mode. Hybrid

mode is adopted by default.

Link layer - T-CONT

Support T-CONT (Transmission CONTainer) bandwidth

attribute template, template parameters include: fixed

bandwidth, guaranteed bandwidth, maximum bandwidth, etc.

Link layer - Encryption
Supports AES-128 encryption. Downlink GEM Port-based

controls.

4.2 PON service module features functions
See the following table for PON service module features and functions:

Table 4 PON service module feature function table

Functional Modules Functional categories Description

OLT PON service module

OLT PON port

1. Port status check, optical module status, link up/link

down

2.PON port opening and closing and management

enable/disable status viewing

3. Storm suppression configuration and viewing

4.PON port loop detection configuration and view

5.PON port performance statistics switch and view

6.PON port FEC switch

7.ONU interworking function on/off, configuration view

PON port

registration,

authorization

1.ONU add, delete, deactivate, unregister

2.ONU Black and white list

3.ONU SN/Password/SN+Password/LOID/ LOID+Password

mode authentication

4. ONU automatic discovery function under PON port

Rogue ONU detection function

6. Restart all ONUs under the pon port with one key

7. Policy Template configuration

PON port VLAN

1.vlan access, trunk, hybride mode configuration

2.Native vlan Configuration (PVID)

3. Add and delete PON port vlan individually or in bulk

4.PON port current vlan configuration view
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash

5. In-band management or out-of-band management will not

often cause OLT to be off-line. It is necessary to consider and

discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu

4.9 Reliable redundancy feature function
Refer to the table below for reliable redundant feature functions:

Table 11 Reliable redundant feature functions

Function

classification
Name Description

Power

redundancy

protection

Redundant input of

secondary power supply

Support two power modules, respectively connected to two

power inputs. When one power supply module fails, the other

power supply module can meet the load of the whole system.

4.10 Energy saving features
See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description

The fan adjusts its

speed

automatically

Automatically adjust the fan speed according to the ambient temperature.
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5.vlan conversion and QinQ configuration and view

DBA Module

1.DBA template creation, deletion, viewing and

application

2.DBA supports Type1-Type5:

type1: fixed bandwidth

type2: Guaranteed bandwidth

type3: Guaranteed bandwidth + Max bandwidth

type4: Max bandwidth

type5: fixed + guaranteed + Max bandwidth

3.DBA accuracy guarantee, speed limit and the actual

speed of the error should not be too large

Optical module

information

1. View the temperature, current, receiving and sending

optical power information of optical module

2. Optical module manufacturer information, serial

number and other information to view

3. The temperature of the optical module, the receiving

and transmitting optical power can be viewed with the

alarm threshold

4.PON optical module adaptation

4.3 PON switching module features and functions
PON switching module features and functions refer to the following table:

Table 5 PON switching module feature function table

Functional modules Functional categories Description

OLT switching module

Uplink port VLAN

1.OLT Global vlan add and view (single and batch)

2.vlan access, trunk, hybride mode configuration

3.Native vlan Configuration (PVID)

4. Uplink vlan add, delete (single and batch)

5. Uplink current vlan configuration view

6.vlan conversion and QinQ configuration and view

ARP features

1.ARP agent on and off, configuration status view

2.ARP static binding, anti-ARP spoofing function

3.ARP aging time configuration and viewing

MAC address 1. Study and view the mac address table of OLT
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash

5. In-band management or out-of-band management will not

often cause OLT to be off-line. It is necessary to consider and

discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu

4.9 Reliable redundancy feature function
Refer to the table below for reliable redundant feature functions:

Table 11 Reliable redundant feature functions

Function

classification
Name Description

Power

redundancy

protection

Redundant input of

secondary power supply

Support two power modules, respectively connected to two

power inputs. When one power supply module fails, the other

power supply module can meet the load of the whole system.

4.10 Energy saving features
See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description

The fan adjusts its

speed

automatically

Automatically adjust the fan speed according to the ambient temperature.
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2. Setting and viewing the aging time of OLT's mac address

table

3. Configure and view static mac address binding

4.mac address black hole configuration and viewing

5. mac address table clearing function on OLT

6.mac address limit, filter and configure view

Uplink interface

1. Status check,link up/link down and switch status

2. Rate duplex configuration and status viewing

3. Storm Suppression configuration and viewing

4. Configure and view the loop detection of the upper link

port

5. Opening and closing of the upper coupling port

6. Upper link performance statistics switch and view,

historical performance statistics

ACL module

1. Basic acl, advanced acl, user-defined acl rule creation,

configuration, and viewing

2.acl filtering rules (source ip, destination ip, source mac,

destination mac, protocol, type field, priority, etc.) definition

3.acl execution action, deny, permit, rate limit, priority

replacement, vlan replacement, etc

4.acl application, uplink port, PON, ONU application

4.4 ONU service management module features and functions
See the following table for ONU service management module features and functions:

Table 6 ONU service management module feature function table

Functional Modules Functional categories Description

ONU Business

Management module

Basic ONU

information

1.ONU registration status, configuration status, SN

information, online and offline time, running time, ranging

and other information

2.ONU capability set information view (ONU port, omcc

version, ONU type, number of tcont and gemport supported,

wifi interface, voice port, iphost, etc.)

3. Check the reasons for ONU configuration failure
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash

5. In-band management or out-of-band management will not

often cause OLT to be off-line. It is necessary to consider and

discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu

4.9 Reliable redundancy feature function
Refer to the table below for reliable redundant feature functions:

Table 11 Reliable redundant feature functions

Function

classification
Name Description

Power

redundancy

protection

Redundant input of

secondary power supply

Support two power modules, respectively connected to two

power inputs. When one power supply module fails, the other

power supply module can meet the load of the whole system.

4.10 Energy saving features
See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description

The fan adjusts its

speed

automatically

Automatically adjust the fan speed according to the ambient temperature.
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4.ONU version information, vendor id, model id, software

and hardware version information, etc

ONU Management

1.ONU restart, one click restart

2.ONU restores factory Settings

3.ONU description, naming

4.ONU manages ip address configuration and viewing

ONU's TCONT, GEM

functions

1.tcont creation, binding, viewing

2.gem creation, binding, viewing

3.gem mapping rules, vlan and ONU port

4.gem uplink and downlink speed limits

ONU LAN port

1.ONU port status check

2.ONU port mac address table view

3.ONU port on/off, rate, duplex and other configurations

4.ONU port isolation configuration and viewing

5.ONU port speed limit configuration and view

ONU CATV interface

1.ONU CATV interface status, optical power information view

2.ONU CATV interface open/close operation

3.ONU CATV interface input and output optical power

configuration, please refer to the ONU web interface

configuration items

ONU port VLAN

1.ONU port vlan mode configuration, transparent, tag, trunk,

hybrid, Convert

2.ONU port vlan mode configuration, delete

3.ONU port native-vlan (or default vlan) configuration

4.ONU port vlan QinQ configuration and viewing

ONU's optical power

information

1.ONU optical power information view (receive and send

optical power information, optical module temperature,

current and other information)

2. View optical power information of batch ONU (optical

power information of all ONUs under the same PON port)

ONU WAN

connection

management

1.ONUWAN link creation, deletion, Setup

2.ONUWAN Link configuration and status view

ONUWiFi 1. Check ONUWiFi parameter configuration and WiFi
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash

5. In-band management or out-of-band management will not

often cause OLT to be off-line. It is necessary to consider and

discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu

4.9 Reliable redundancy feature function
Refer to the table below for reliable redundant feature functions:

Table 11 Reliable redundant feature functions

Function

classification
Name Description

Power

redundancy

protection

Redundant input of

secondary power supply

Support two power modules, respectively connected to two

power inputs. When one power supply module fails, the other

power supply module can meet the load of the whole system.

4.10 Energy saving features
See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description

The fan adjusts its

speed

automatically

Automatically adjust the fan speed according to the ambient temperature.
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configuration

management

configuration

ONU voice

configuration
1. Configure and view ONU voice parameters

ONU tr069

Configuration

management

1.ONU tr069 customer parameter configuration and viewing

ONU Remote access

configuration

management

1.ONU remote access rule creation, deletion, configuration

and viewing

2. Private OMCI for access

ONU traffic

monitoring

1.ONU performance statistics and traffic monitoring and

viewing

Virtual Port

Configuration
1. Virtual port service configuration

4.5 OLT protocol module features function
See the following table for OLT protocol module features and functions:

Table 7 OLT protocol module feature function table

Functional Modules
Functional

classification
Description

OLT protocol related

modules

NTP
NTP server 1 Configure and view the ip address or domain

name of NTP server

Time

Time zone configuration and viewing 1

2. System time configuration and viewing

3.time-range configuration and viewing

MSTP

1.RSTP on and off, RSTP status and configuration view

2.RSTP priority

3.RSTP convergence time

OLT uplink link

convergence

1. Static link aggregation, dynamic link aggregation create,

delete, configure and view

2. Aggregate group policy configuration, load balancing,

redundancy backup

3. Aggregate group members to add configuration
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc
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discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu
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The fan adjusts its

speed
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Automatically adjust the fan speed according to the ambient temperature.

www.fibertechnic.com



GPON OLT Product User Manual

17

4. The application of other associated configurations

involved in the aggregation group, such as vlan, rstp, etc

OLT multicast

function

1.igmp mode proxy, snooping configuration, on/off and view

2.igmp v1, v2, v3 configuration and viewing

3.igmp quick leave configuration and view

4.igmp query function on/off and view

5. Multicast table view on OLT

6. Controllable multicast function, multicast users, multicast

programs, authentication, etc

OLT Routing function

1. Static route add, delete, view, need to support the default

route

2. Add, delete and view three layer interface (vlanif)

3. Dynamic routing protocol rip, ospf

OLT IPV6 Functions

1.IPV6 interface creation, deletion, configuration, view;

Including OLT IPV6 management

2.IPV6 static route creation, deletion, configuration and

viewing

3.IPV6 multicast, multicast routing, PIM configuration and

viewing

4.IPV6 ND, prefix configuration and viewing

OLT DHCP function

1.OLT dhcp client configuration, check

2.OLT dhcp server configuration, view

3.dhcp snooping configuration, view

4.dhcp snooping option82 Configuration, view, format,

policy, etc Add, modify, delete

5. Open/close dhcp-relay and apply to interface

IP Source Guard

1.IP Source Guard on/off, configuration view

2. The matching conditions of IP Source Guard: source IP

address, source MAC address, VLAN label and other

configuration

3.IP Source Guard static binding (port); Dynamic binding

(combined with dhcp snooping)

4.6 Device management module feature functions
See the following table for the features and functions of the equipment management module:
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash
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business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu
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power supply module can meet the load of the whole system.
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See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description
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speed
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Table 8 Feature function table of equipment management module

Functional modules
Functional

classification
Description

Equipment

management and

security module

OLT basic information

display

1.OLT software and hardware, version information display

2. View OLT model, mac address, serial number,

manufacturer and other information

3. Information presentation, copyright, device model, version

information, etc. when logging in to the device

4.WEB software version information viewing

5.OLT location information

OLT Equipment

management

1.OLT restart operation

2.OLT resumes factory setting operation

3.OLT name configuration and view

4.SNMP trap, community/port configuration view

5.OLT equipment license check

User management

1.OLT login users add, delete, view, and manage permissions

2.OLT login password modification

3.OLT login user to view

4.OLT login user offline

5.Radius authentication

6.TACCAS authentication

System monitoring

1.CPU, memory status check

2. Fan status monitoring, check

3.PON card status monitoring, viewing

4. System running time monitoring, check

5.OLT partition software version operation monitoring, check

OLT upgrade

1. Import tftp, ftp mode and upgrade OLT upgrade files

2. View and delete OLT upgrade files

3.OLT upgrade regularly

ONU upgrade

1 Upgrade the import of the file tftp, ftp mode

2. Single or multiple ONU upgrade, select one PON port or
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ONU under multiple PON ports to upgrade

3. Policy automatic upgrade function, according to the ONU

model, version information, vendor id and other information

to do policy automatic upgrade

4.ONU upgrades regularly

OLT Configuration

Management

1.OLT configuration import and export, tftp or ftp mode

2.OLT configuration automatic backup function, optional

automatic backup period

3.OLT configuration is automatically saved, and the time

period of automatic saving is optional

PON port protection

switch

1. Create, delete, configure and view protection groups

2. Protect group member addition and primary/backup role

configuration

3. Protection group manual forced and automatic switching

Power protection

1. The power supply is hot pluggable;

2. Dual power supply main backup protection switching;

3. Check and monitor the power state; (current, voltage

alarm, etc.)

DOS attack protection

1. The DOS attack prevention function is turned on and off,

and the system monitors the protocol packets sent by the

user

OLT Management

1.telnet, SSH, SNMP, WEB, EMS, cloud platform, and B-end

APP

2. Out-of-band management, the default ip address is

required

3. In-band management, Layer 3 interface (vlanif)

4.WEB on and off, web login CAPTCHA on and off

5.WEB supports https

Support to change the port of telnet, http

4.7 Maintain module feature functionality
See the following table to maintain the module feature functions:

Table 9 Maintenance module feature function table
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash

5. In-band management or out-of-band management will not

often cause OLT to be off-line. It is necessary to consider and

discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu

4.9 Reliable redundancy feature function
Refer to the table below for reliable redundant feature functions:

Table 11 Reliable redundant feature functions

Function

classification
Name Description

Power

redundancy

protection

Redundant input of

secondary power supply

Support two power modules, respectively connected to two

power inputs. When one power supply module fails, the other

power supply module can meet the load of the whole system.

4.10 Energy saving features
See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description

The fan adjusts its

speed

automatically

Automatically adjust the fan speed according to the ambient temperature.
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Functional modules Functional categories Description

OLT maintenance

module

Alarm

1 Check alarm switches and configurations

2. Alarm filtering, which alarms can be output on the OLT

3. Alarm level setting and viewing

4. Alarm clearance, delete operation

5.OLT link up/down alarm, insert and pull out alarm;

OLT loop detection alarm

7.OLT PON card out of position alarm

OLT temperature anomaly alarm

OLT fan abnormal alarm

10.OLT power abnormal alarm

11.ONU dropped, power down alarm

12.ONU optical power abnormal alarm

Rogue ONU alarm

14.ONU loop detection alarm

15.ONU current and voltage alarm

16. Alarm reported by ONU

Log

1. System operation log, device login log record

2. System operation log, device login log view (date, time,

device information, specific operation items)

3. Save system log to server configuration, server ip address,

on/off, configuration view

4. System log recording switch

5.OLT has the command to export the underlying debug log

without entering the shell to export

Mirroring

1. Create, add, delete and view images of OLT upper port

/PON port

2. Mirror supports input direction, output direction and both

input and output direction

3. Support CPU packet capture on ACL stream image of PON

port

ping Diagnostics 1.ping diagnostics supports both ipv4 and ipv6
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash

5. In-band management or out-of-band management will not

often cause OLT to be off-line. It is necessary to consider and

discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu

4.9 Reliable redundancy feature function
Refer to the table below for reliable redundant feature functions:

Table 11 Reliable redundant feature functions

Function

classification
Name Description

Power

redundancy

protection

Redundant input of

secondary power supply

Support two power modules, respectively connected to two

power inputs. When one power supply module fails, the other

power supply module can meet the load of the whole system.

4.10 Energy saving features
See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description

The fan adjusts its

speed

automatically

Automatically adjust the fan speed according to the ambient temperature.
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2.ping supports specifying the source ip address, how many

packets to ping, and how large the packet to ping

tracert
tracert supports both ipv4 and ipv6

2.tracert supports specifying source ip addresses

telnet
1 Support telnet server function, which can be ONU device

below telnet on OLT

PPPoE simulation test
1. The OLT side supports PPPoE simulation test for the

equipment under the ONU

shell mode

1. Support to dump OMCI packet print switch on OLT

2. Mode means of each module (dhcp, vlan, etc.)

3. Support to dump packet on OLT

4.8 Performance module feature functions
See the following table for the performance module features and functions:

Table 10 Performance Module Feature function Table

Functional Modules Functional categories Description

OLT performance

System performance

(boot, on-line, switch)

1.ONU uptime

2. Protection switching time, delay, how to ensure that the

service is not interrupted for too long

Multicast

performance

1. Multicast screen, lag, too long delay is the key to consider

2. Multicast service is not available, black screen, multicast

table entry is not established

Ethernet

Performance

1. Throughput, delay and packet loss rate of uplink and

downlink services should meet the standards

2. The accuracy of the speed limit in the uplink and downlink

should be guaranteed. The error between the value of the

speed limit and the value of the actual test should not be too

large

Speech performance
1. Ensure the quality of voice service, voice service should be

the highest priority

OLT Stability

1. The stability of OLT is guaranteed when each PON is fully

equipped with ONU, the OLT is not restarted, the ONU is not

dropped, and the service is not interrupted for no reason

2.OLT PON card will not often appear out of bits
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3. Broadcast packets, unknown unicast, unknown multicast

impact, equipment will not crash or restart for no reason, etc

4. Batch ONU power down restart, when batch offline OLT

will not restart for no reason, crash

5. In-band management or out-of-band management will not

often cause OLT to be off-line. It is necessary to consider and

discuss the protection of management channels and

business channels to prevent the impact of packets that

should not enter the cpu processing on the OLT cpu

4.9 Reliable redundancy feature function
Refer to the table below for reliable redundant feature functions:

Table 11 Reliable redundant feature functions

Function

classification
Name Description

Power

redundancy

protection

Redundant input of

secondary power supply

Support two power modules, respectively connected to two

power inputs. When one power supply module fails, the other

power supply module can meet the load of the whole system.

4.10 Energy saving features
See the following table for energy saving features and functions:

Table 12 Energy saving feature functions

Functions Description

The fan adjusts its

speed

automatically

Automatically adjust the fan speed according to the ambient temperature.
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5 Networking Applications

This chapter includes the following topics:

 FTTX networking applications

FTTX networking application

FTTX is an access method that uses optical fiber transmission medium to connect

communication bureaus and end users. The introduction of optical fiber is exclusive to a single

family residence. In terms of physical network structure, FTTX adopts a full optical fiber access

method between OLT and ONU, and deploythe ONU optical node to the end user side. At this

time, ONU is called ONT, and directly provides UNI interface to connect to the end user

network.

The network diagram of fiber to the home using PON technology is shown in the following

figure:

FIG. 7 FTTX networking application

In the FTTX network, the OLT device is the operator device closest to the user. When planning

the placement of OLT equipment, the following points should be considered.

 OLT equipment deployment should consider easy management and easy maintenance.

 PON devices can provide a transmission distance of up to 20 km, and should be taken

advantage of as much as possible.
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 The deployment of OLT should take into account the saving of optical cable costs.

In general, OLT is deployed in the central computer room or the equipment room in the

residential area, and ONT is placed in a relatively hidden and easy to maintain location in the

user's house.

GPON OLT is applied in FTTX network to provide a variety of services for end users, including

language, broadband Internet access (wired and wireless mode is optional), IPTV video, CATV

video, etc. With a series of ONU/ONT terminals, it can meet users' wired, wireless, WAN and

LAN service access needs.
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6 Interface

This chapter includes the following topics:

 Maintaining interfaces

 Business interface

Maintenance interface

Please refer to the following table for the maintenance interface description of FD1608S-B1:

Table 13 Maintenance interface description

Interface Name Interface function Interface specifications

CONSOLE Local debugging, connect RS232 serial port RS232 serial port, RJ-45 network port

MGMT Local debugging, connect RJ-45 network port
10 M/100 M/1000M Base-T adaptive,

RJ-45 interface

Service interface

Please refer to the following table for the service interface description of FD1608S-B1:

Table 14 Service interface description

Interface Name Interface function Interface specifications

PON1-8 Local end interface for GPON user access

GPONSFP interface, including Class B+,

Class C++, Class C++ three levels of

optical module types, SC/UPC optical

fiber interface type.

XGE1-2 10GE uplink access 10GE SFP+

COMBO GE1-4 GE uplink access GE SFP/RJ-45
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7 Reliability design

This chapter includes the following topics:

 Hardware reliability

 Software reliability

 Data reliability

 Networking reliability

7.1 Hardware reliability
Distributed design

FD1608S-B1 adopts distributed hardware structure and realizes distributed processing through

modular design of functions, including switching control module, business board module and

uplink-board module. The function of each module is relatively independent, and is controlled

by different processors respectively. The failure of one processor module will not affect the

normal operation of the whole system.

Redundant design

The key hardware components of FD1608S-B1 adopt the reliability design methods of primary

and backup protection, load sharing and physical backup to ensure the reliability of the

hardware system.

 Power module primary and backup protection

The power module adopts the redundancy technology and uses the primary and backup

operation mode. Under normal circumstances, once the main power supply module fails, the

standby power supply module will be put into operation immediately to replace the main

power supply module, so as to ensure that the service of the system is not interrupted.

7.2 Software Reliability
Fault monitoring and handling

FD1608S-B1 has the function of automatic detection and diagnosis of system software and

hardware faults, which can automatically isolate, swap, restart and reload the faulty hardware,
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including single board CPU system fault detection (CPU occupancy, burst traffic, abnormal

alarm), switching network system fault detection.

7.3 Data reliability
FD1608S-B1 provides strict data protection mechanisms.

 The Boot has a primary and backup flash chip. When the newly upgraded boot fails, it can

fall back to the historical boot to start.

 System configuration data backup

The system configuration data supports automatic synchronization and saving function, and the

time of synchronization and saving can be configured by yourself.

7.4 Networking reliability
FD1608S-B1 supports uplinking Trunk protection networking, ring networking, cascading

networking, etc., to realize the protection of services and equipment, and supports PON Type B

protection at the user service level.
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8 Technical Specifications

This chapter includes the following topics:

 Physical metrics

 Performance indicators

 Interface metrics

 Noise and calorific index

 Reliability Environmental indicators

8.1 Physical indicators
Please refer to the following table for the physical characteristics of FD1608S-B1:

Table 15 Physical indicators

Parameters Metrics

Physical

dimensions
440*44*293mm

Power

consumption
≤78W

Power supply
AC: 100V to 240V, 47/63Hz

DC:-40V to -72V

Operating

temperature
-15 ~ 50 ° C

Operating

humidity
5 to 90% (Non-condensing)

8.2 Performance index
Overall machine performance

FD1608S-B1 machine performance refer to the following table:

Table 16 Overall machine performance

Parameters Metrics

System layer 2 packet

forwarding ratio
Fully distributed non-blocking forwarding
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System switching

capacity
78G

Exchange forwarding

delay

The uplink delay does not exceed 1500 us and the downlink delay does not

exceed 100 us

Full load BER The bit error rate (BER) is <10 E-9 when the port is transmitting at full load

Device configuration

FD1608S-B1 equipment configuration see the table below:

Table 17 Equipment configuration

parameters Configuration

Manage ports
1 serial port (RS232)

1 out-of-band management GE electrical port

Number of GPON ports

for the whole machine
8

The number of uplink

10GE ports on the

whole machine

2

8.3 Interface metrics
GPON interface

FD1608S-B1 GPON optical module specifications refer to the table below:

Table 18 GPON optical module index

Parameters Single fiber Class B+ Single fiber Class C+ Single fiber Class C++

Operating wavelength
Tx: 1490 nm

Rx: 1310 nm

Tx: 1490 nm

Rx: 1310 nm

Tx: 1490 nm

Rx: 1310 nm

Package SFP SFP SFP

Rate
Tx: 2.488 Gbit/s

Rx: 1.244 Gbit/s

Tx: 2.488 Gbit/s

Rx: 1.244 Gbit/s

Tx: 2.488 Gbit/s

Rx: 1.244 Gbit/s

Minimum output optical

power
1.5 dBm 3.0 dBm 4.5 dBm
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Maximum output optical

power
5.0 dBm 7.0 dBm 8.0 dBm

Accept maximum sensitivity -- 28.0 dBm -- 30.0 dBm -- 32.0 dBm

Type of optical connector SC/UPC SC/UPC SC/UPC

Fiber type Single mode Single mode Single mode

Transmission distance 20.0 km 20.0 km 20.0 km

10GE interface

Dual fiber bidirectional 10GE optical module index see the table below:

Table 19 Index of dual fiber bidirectional 10GE optical module

Parameters Dual fiber bidirectional optical module

Standard model

number
10GBASE-SX 10GBASE-LR10 10GBASE-LR40 10GBASE-ER 10GBASE-ZR

Operating

wavelength
850 nm 1310 nm 1310 nm 1550 nm 1550 nm

Encapsulation SFP+ SFP+ SFP+ SFP+ SFP+

Rate 10.3125 Gbit/s 10.3125 Gbit/s
10.3125

Gbit/s

10.3125

Gbit/s

10.3125

Gbit/s

Minimum output

optical power
-- 5.0 dBm -- 8.2 dBm 1 dBm - 4.7 dBm 0.0 dBm

Maximum output

optical power
- 1.0 dBm -0.5 dBm 5 dBm 4 dBm 4 dBm

Maximum receiver

sensitivity
-- 9.9 dBm -- 14.4 dBm –15 dBm -- 15.8 dBm –24 dBm

Type of optical

connector
LC LC LC LC LC

Type of fiber Multimode Single mode Single mode Single mode Single mode

Transmission

distance
0.3km 10.0 km 40.0 km 40.0 km 80.0 km
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GE interface

Dual fiber bidirectional GE optical module index see the table below:

Table 20 Dual fiber bidirectional GE optical module index

Parame

ters

Dual fiber bidirectional optical module

Standar

d

model

1000BASE-SX 1000BASE-LX10 1000BASE-EX
1000BASE-X

D
1000BASE-ZX

1000BASE-EZ

X

Operati

ng

wavele

ngth

850 nm 1310 nm 1310 nm 1550 nm 1550 nm 1550 nm

Encaps

ulation
SFP SFP SFP SFP SFP SFP

Rate 1.25 Gbit/s 1.25 Gbit/s 1.25 Gbit/s 1.25 Gbit/s 1.25 Gbit/s 1.25 Gbit/s

Minimu

m

output

optical

power

-- 9.5 dBm -- 9.0 dBm -4.5 dBm 0 dBm 0 dBm 0 dBm

Maxim

um

output

optical

power

-- 4.0 dBm -- 3.0 dBm 5.0 dBm 5.0 dBm 5.0 dBm 5.0 dBm

Maxim

um

receive

r

sensitiv

-- 17.0 dBm -- 20.0 dBm -- 22.0 dBm -- 22.0 dBm - 30.0 dBm -- 30.0 dBm
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ity

Type of

optical

connect

or

LC LC LC LC LC LC

Fiber

type
Multimode Single mode Single mode Single mode Single mode Single mode

Transmi

ssion

distanc

e

0.55 km 10.0 km 40.0 km 80.0 km 120.0 km 120.0 km

See the following table for GE electrical module indicators:

Table 21 GE electrical module indicators

Parameters SFP electrical port module

Standard model 1000Base-T

Interface type RJ-45 (TPI)

Rate Full duplex 10/100/1000 Mbps

Maximum

transmission

distance

100 m

Follow the

standards
IEEE 802.3u

Cable type CAT-5 twisted pair

8.4 Reliability Environmental indicators
FD1608S-B1 reliability environmental indicators refer to the table below:

Table 22 Reliability environmental protection index

Parameters Index value

System redundancy Power module redundancy backup
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System availability > 99.999%

MTBF >30 years

MTTR 30 minutes

Eco-friendly Lead-free and environmentally friendly

8.5 Software Specifications
FD1608S-B1 software specifications refer to the following table:

Table 23 Software Specifications

Parameters Instructions Indicator values

VLAN Number of VLans 4094

MAC

MAC address table 30000

Number of black hole MAC addresses 256

Number of static MAC addresses 1024

Port image Number of mirror groups 4

Link aggregation Aggregate the number of groups 8

ACL

IPV4 ACL entry number 1024

Number of IPV4 ACL exits 256

Number of IPV6 ACL entry points 512

Number of IPV6 ACL exits 128

Virtual ports

Number of virtual ports 4001

Speed limit at regular business entrance 4001

Exit speed limit 128

DHCP

DHCP snooping table 4096

Number of DHCP relay servers 32

Number of DHCP clients 32

Number of Igsp configuration bars 1024

IGMP snooping

Number of multicast VLans 256

Number of multicast groups 2048

Number of multicast programs configured 2000

Layer 3

The number of interfaces in the three layers 64

IPV4 routing table 2000

ARP table 2048

Static ARP table 256

ONU Business

template

DBA Template 128

Line template 512

Service template 512

Multi-business template 128

TR069 template 32
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Flow template 256

Optical power alarm template 256

SIP agent Template 18

PON port Port Policy deployment entry 64

ONT Business

Single onu tcont 8

Single onu gem 30

Single onu gem mapping 8

Single onu wan entry 8

Number of onu eth ports that can be

managed
24

Number of onu pots ports that can be

managed
8

Number of onu catv ports that can be

managed
8

Number of onu veip ports that can be

managed
1

Manageable number of onu iphost 2

Number of vlan filter entries for

configurable onu ports
64

ONU upgrade the total number of missions 10
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9 Environmental requirements

This chapter includes the following topics:

 Power requirements

 Operating environment

 Transportation environment

 Storage environment

Power requirements

Please refer to the table below for the power requirements of FD1608S-B1:

Table 24 FD1608S-B1 power requirements

Items Metrics

Operating voltage (DC) Voltage fluctuation range: -40V ~ -72V

Operating voltage (AC) Voltage fluctuation range: 90V ~ 240V 50/60Hz

Operating environment

Please refer to the table below for climate requirements:

Table 25 Climate and environment requirements

Projects Metrics

Ambient temperature -15 to 50 ° C

Relative humidity 5 to 90% (Non-condensing)

Altitude ≤4000 m

Air pressure 70 kPa to 106 kPa

Thermal radiation ≤600 W/m2

Wind speed ≤5 m/s

Biological environment

 Avoid the propagation of microorganisms such as fungi and molds.

 Prevent the presence of rodents (such as mice).

Air cleanliness
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 No explosive, conductive, magnetic and corrosive dust.

Transportation environment

In the process of transportation, the following conditions should be met at the same time:

 The packing cases are in good condition.

 The means of transport have the necessary measures to protect the rain from entering the

packing cases.

 There is no standing water in the means of transport.

Storage environment

See the table below for climate requirements:

Table 26 Climate and environment requirements

Projects Metrics

Ambient temperature -40 ~ 85℃

Relative humidity 5 to 90% (Non-condensing)

Air pressure 70 kPa to 106 kPa

Water resistance requirements:

Customer site equipment storage requirements: ensure indoor storage. Should ensure that

there is no water on the storage floor, and will not leak to the equipment packaging box.

Equipment storage should avoid automatic fire facilities, heating and other places where water

leakage may occur.

Biological environment

 Avoid the propagation of microorganisms such as fungi and molds.

 Prevent the presence of rodents (such as mice).

Air cleanliness

 No explosive, conductive, magnetic and corrosive dust.

www.fibertechnic.com



GPON OLT Product User Manual

37

10 Safety Description

This chapter includes the following topics:

 Hardware Security Design

 Software Security Design

 Security Threats and Solutions

10.1 Hardware Security Design
 Redundancy design

FD1608S-B1 adopts power supply 1:1 redundancy design and supports two power supply

modules redundancy backup.

 Port protection

In FD1608S-B1 system, different protection mechanisms are used for different ports.

For PON ports, type B protection mechanism is used to realize port protection.

For the uplink and downlink Ethernet ports, LACP, STP and other protection mechanisms are

used to ensure that when a port or link is abnormal, the data flow carried on the port or link is

quickly switched to the protection link, reducing the impact on business

 CPU Flow Control

In order to prevent CPU from being attacked by abnormal packets, a flexible and

comprehensive protocol classification and flow control mechanism is implemented for the

traffic entering the control plane, which effectively ensures that the important and high priority

data packets are sent first.

10.2 Software Security Design
The FD1608S-B1 device software is logically divided into three planes:

 Management plane: including equipment network management, business system network

management and support systems.

 Control plane: includes protocol packets related to IP network and control messages inside

the device.
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 Data plane: includes the related services carried by the IP network.

The architecture of management plane, control plane and data plane includes a security

subsystem. The security subsystem contains multiple security modules. The meaning of each

module is shown in the table below:

Table 27 Security module Meaning

Flat surface Modules Meaning

Management

plane

Authentication and

authentication

Account validation and authorization. For details, see

Access control

SSH, SNMP and other protocols can control the user address that is

allowed to access the device through ACL, have the function of

transmission data encryption and authentication, and limit the

number of users logging in at the same time. For specific

instructions, see

Account

Management

Create or delete multiple accounts and their passwords, and different

accounts can have different levels of permissions. For specific

instructions, see

Secure access
Use port isolation and encrypted channels to achieve channel

security. For specific instructions, see

Log management
Log the activity of user accounts logged into the device. For details,

see

Control

plane

Control Surface

Security (CPU

protection)

Set the uplink traffic suppression policy to reduce or suppress the

corresponding flow rate on the interface when the traffic exceeds the

set value, while there are alarms and logs. For specific instructions,

see

Route security

Attacks on routing protocols mainly use illegal or unauthorized

routing devices to establish routing adjacency relationships with

legitimate devices in the network and obtain routing information in

the network. The authentication function of routing protocols can

effectively prevent such attacks. For specific instructions, see
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Data plane

IP Source Guard

The binding function of IP Source Guard can filter and control the

packets forwarded by the port to prevent illegal packets from passing

through the port, thereby limiting the illegal use of network

resources (such as illegal hosts impersonating legitimate users' IP to

access the network) and improving the security of the port. For

specific instructions, see

ACL

Acls are used for policy routing and control of special traffic. An ACL

can contain several packet rules of specific types. According to these

rules, network devices decide whether packets are allowed or

denied. For specific instructions, see

Port positioning
Through the identification of user ports (user lines), refuse to access

illegal users. For specific instructions, see

MAC Security

Enhance system and user security by limiting the number of MAC

addresses and MAC address anti-spoofing (anti-migration) security

techniques. For specific instructions, see

Excessive packet

suppression and

illegal packet filtering

By matching specific types of packets, discarding super-rate packets,

filtering illegal source MAC address packets and illegal protocol

packets, the protection of system security and user security is

strengthened. For specific instructions, see

Traffic regulation
A threshold is set for each flow via CAR, and when the flow exceeds

the threshold, it is discarded. See CAR for details.

User Port isolation

Port isolation and encrypted channels are used to ensure business

security and prevent user data from leaking. For specific instructions,

see

10.3 Security threats and solutions

10.3.1 Management plane

The security threats and solutions of management plane can be found in the following table:

Table 28 Management plane security threats and solutions
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Security threats The solution

Unauthorized users illegally

access

Authentication and authorization, account management, secure channels,

log management, access control

Unauthorized use by legally

authorized users

Authentication and authorization, account management, log management

Disclosure of user accounts

and passwords

Account management, secure channel, log management

Authentication and authentication

Abstract

Local authentication authorization, RADIUS authentication authorization and TACACS+

authentication authorization can be adopted for equipment operators and administrators to

prevent the following risks:

 Unauthorized users access illegally

 Lawfully authorized users use beyond their rights

RADUIS

RADIUS is a protocol that carries authentication, authorization, accounting and configuration

information between a network access device and an authentication server. RADIUS protocol is

one of the most widely used protocols in authentication, authorization and accounting.

RADIUS server can support both PAP and CHAP authentication. The RADIUS client resides on

the OLT device. When the operator/administrator accesses the OLT remotely, the OLT can send

the user's information to the RADIUS server for authentication and authorization through the

RADIUS protocol, and accept the response packet from the RADIUS server to authenticate and

authorize the remote user.

The access and operation rights of the operator/administrator include the following:

 Authentication: Provides complete authentication services through different

authentication protocols such as username and password, challenge response, and so on

 Authorization: the agreed business rights are given to the authenticated users and the

agreed network resources are used

 Accounting: Used for security audit
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TACACS+

The TACACS+ protocol is the latest version of TACACS. TACACS was first developed by BBN

Corporation and is an access control protocol based on UDP. CISCO has extended and

strengthened TACACS many times, and developed it into XTACACS protocol.

TACACS+ is developed on the basis of TACACS and XTACACS by separating authentication,

authorization, accounting functions and encrypting messages between OLT and server.

TACACS+ allows packets with no fixed length and any form of authentication mechanism to be

applied to the TACACS+ client. It can be extended for site customization and additional

functionality, and uses TCP in the transport layer to ensure reliable transmission of packets. The

protocol allows the TACACS+ client to request accurate access control and allows the server to

respond to each request part.

The functional separation of authentication, authorization and accounting is the design basis of

TACACS+. Each has its own specific features, but together they are more powerful. The benefit

of separating authentication from authorization is that authorization can be a dynamic process

instead of having to be followed by validation. TACACS+ protocol can be combined with other

protocols such as PPP and ARAP to make it more flexible. The accounting function of TACACS+

can provide security audit or service accounting.

TACACS+ provides access control to routers, network access servers, and other network devices

through one or more central servers. TACACS+ provides separate authentication, authorization,

and accounting services.

Access Control

Access control includes, but is not limited to:

 Control the IP address of remote access through ACL

 Limit the number of concurrent connections a user can make

 Set the maximum amount of time a user can be online and idle, and then disconnect the

user from the network after these set times

Account Management

Abstract

Account management Through account management, password strength and inspection,
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prevent the following risks:

 Legal access by unauthorized users

 Unauthorized use by a legally authorized user

 Leakage of user account and password

Account management

Create a username and password for your account

Account authority management

You can support different accounts to set different permission levels, and different permission

levels can access different commands.

Password strength control

Account management supports user password strength Settings, controlling the minimum

length of the password, and the characters that must be included in a strong password

(numbers, upper and lower case letters, special characters, etc.). The password must be set to

meet the strong password requirements configured by this command.

Secure Channel

Abstract

Channel security is achieved by using port isolation and encrypted channels to prevent the

following risks:

 Illegal access by unauthorized users

 Disclosure of user data

Physical port isolation

Different users' services are carried on different physical channels, and the services are not

shared between users, which ensures the security of their data.

Logical port isolation

Isolate user traffic by dividing different logical ports on the same physical port.

Encrypt the channel

The encrypted channel mainly includes SSH, which is used to encrypt all the transmitted data to

ensure the security of the data.

Log management
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Prevent the following risks by periodically querying log information:

 Unauthorized access by unauthorized users

 Unauthorized use by a legally authorized user

 Leakage of user account and password

10.3.2 Control plane

See the table below for control plane security threats and solutions:

Table 29 Control plane security threats and solutions

Security threats Solutions

Network protocol traffic attacks occupy the processing

time of CPU, reduce the ability of CPU to deal with

normal data traffic, make the CPU overloaded and even

lead to CPU paralysis

Control plane security, ANTI-DOS

protection

Stealing the routing information in the network,

resulting in the leakage or abuse of network router

information

Routing security

Operating system security vulnerabilities
Operating system security

hardening

Control Surface security

The control plane security of FD1608S-B1 system is mainly to prevent attacks through network

protocol traffic, resulting in CPU overload or even CPU paralysis.

The FD1608S-B1 system divides the processing priority according to the critical degree of the

control packet, schedules and processes according to the priority. When the protocol packet

that needs to be processed by the system is sent to the control plane, it is queued according to

the internal agreed priority, and each queue is scheduled according to the priority, and the

speed is limited to ensure that the impact of a certain type of protocol packet will not affect

other business processing.

In addition, the system supports statistics and monitoring of protocol processing rate, and can

identify abnormal protocol flows. In the case of ANTI-DoS protection, it will be blacklisted,

further speed limit or even discarded.
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Through the above measures, it can ensure that in the case of resource competition, priority is

given to critical services, and abnormal data flows can be prevented from hitting the CPU.

Routing Security

The FD1608S-B1 product can effectively prevent the routing information in the network from

being stolen through routing security, such as protocol authentication function, and can

authenticate various routing protocols received.

 RIPv2, OSPF and IS-IS all support plaintext authentication and MD5 encryption

authentication for protocol packets

 Protocols such as BGP and LDP rely on TCP MD5 encryption and authentication to ensure

the security of protocol packets

Although different routing protocols have different authentication methods, as long as it is

plaintext authentication, there are great hidden dangers in security. The security of ciphertext

authentication can be guaranteed, so it is recommended to configure encrypted authentication

information.

10.3.3 Data plane

Data plane security threats and solutions refer to the table below:

Table 30 Data plane security threats and solutions

Security threats Solutions

Heavy traffic attack preempts the network bandwidth

and occupies the processing time of the CPU of the

device, resulting in the normal data traffic can not be

processed, reducing the processing capacity and

forwarding efficiency of the device

Excessive packet suppression,

illegal packet filtering, traffic

supervision, MAC security

Illegal user services access network IP Source Guard, ACL

User security User port isolation, port location

IP Source Guard

The FD1608S-B1 product supports IP Source Guard. In the DHCP Snooping access mode, if the

IP Source Guard function is enabled, it will listen to DHCP packets, and can extract and record

the IP address and MAC address information from the received DHCP Request or DHCP ACK
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packets. The IP Source Guard port binding relationship is established and maintained according

to the user information and the access port. Through the binding relationship, illegal users can

be denied access while legal users are allowed to access.

ACL

The implementation principle of ACL is to match the packets according to the fields in the

packets, and then process the packets according to the action specified by the matching rules,

such as dropping or allowing to pass.

The matching fields include five tuples in IP packets, that is, source/destination IP address,

protocol type, source/destination port number, and layer 2 link information, such as MAC,

VLAN, CoS, etc.

An ACL list can have multiple rules, and each rule describes a certain matching condition. For a

given packet, start from the first rule to determine whether it is matched or not, and once it is

matched, return the action set in the rule (permit/deny). In some applications, this action has

been extended to be customized by the service module. For example, policy routing that takes

effect on the forwarding plane.

Port location

Overview

User identification and authentication technology (such as PPPoE, DHCP, etc.) has been widely

used, if the authentication server is only through the user name to identify the user, then if the

user name and password are shared or stolen, other users can also access the Internet, will

directly damage the operator's operating revenue, on the user account security is also

unfavorable. Port location can realize the identification of user ports (also known as user lines),

refuse to access illegal users, improve network security, and prevent user accounts from being

stolen.

FD1608S-B1 supports a variety of user identification (port location) technology, providing a

variety of user port (or user line) identification scheme: DHCP Option82, PPPoE+.

DHCP Option82

FD1608S-B1 inserts Option 82 into each DHCP Discover and DHCP Request packet, which

contains the Circuit ID and Remote ID (i.e., the user access line identifier), To DHCP or RADIUS
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server for authentication, authentication, accounting and other processing.

PPPoE+

The PPPoE protocol packets are modified by PPPoE Intermediate Agent. The PPPoE+ option is

uniformly added at the end of the PPPoE packet.

MAC Security

Limit the number of MAC addresses

Malicious users attack access devices by exhausting MAC addresses and constructing packets

whose source MAC address is constantly changing, trying to make the MAC address forwarding

table of access devices full, so that they no longer learn new MAC addresses, and then cause

legitimate users' packets to be dropped or flooded, affecting legitimate users' business.

MAC Address Anti-spoofing (anti-migration)

In terms of broadband service security, there are two serious problems. One is that due to the

physical loop formed by user devices (such as gateways, dial-up modems, and hubs used by

users, etc.) or network side switches, a large number of abnormal traffic is forwarded by OLT

devices, and even the OLT MAC address learning anomaly is caused. Causing all users to be

unable to access the Internet and other serious problems.

Excessive packet suppression and illegal packet filtering

Overview

Because the user AD hoc network is not controlled, if the malicious user constructs illegal

protocol packets to send upward, it will lead to the degradation of the processing performance

of the network equipment, and sometimes cause the network equipment system disorder or

even crash. If malicious users send excessive protocol and broadcast messages, whether legal

or illegal, it will cause a significant performance degradation of system equipment, because the

processing of protocol and broadcast messages consumes a lot of equipment resources.

Excessive packet suppression

Excessive protocol packets, broadcast packets, and multicast packets are handled as follows:

 Match certain types of packet characteristics: specific protocol packets, broadcast packets

(or a broadcast packet with a more specific characteristic), multicast packets (or a

multicast packet with a more specific characteristic)
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 Calculate the sending rate of this type of packet

 If the sending rate exceeds a predefined rate, discard the packet

The problem of excessive packets with different source MAC addresses can be solved by setting

the upper limit of the number of MAC addresses learned by the user-side port. Once the port

reaches the predefined number of MAC addresses, the subsequent packets with new MAC

addresses will be discarded.

Illegal packet filtering

FD1608S-B1 supports the following illegal packet filtering

 Illegal source MAC address packets

 Illegal protocol packets

 Ultra-long, ultra-short, or mis-check packets

Traffic policing

Limit the packet rate or burst rate of a certain incoming network. If a connection is overflowing

with packets, the traffic manager can choose to drop them or re-prioritize them. CAR is usually

used to limit the traffic of a certain type of packets. The agreed access rate is a bandwidth

management mechanism, and the token bucket technology is used to realize the allocation and

measurement of bandwidth. CAR can allocate different bandwidth for different services, and

define the treatment strategy when the bandwidth occupied by services exceeds the allocated

amount.

User port Isolation

It supports user port isolation to prevent two-layer communication between users and increase

network security.
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